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Abstract – Wireless Sensor Networks (WSNs) have
gained considerable popularity in industrial applica-
tions and are widely used nowadays in several indus-
trial monitoring and control systems. To process and
store the huge amount of data WSNs generate, most of
the solutions opt for the Cloud approach as it provides
suitable capabilities to deal with ‘Big Data’ scenarios.
However, as discussed in this paper, Cloud-based solu-
tions have several drawbacks, e.g. latency and security,
to name just a few. To overcome these drawbacks, we
propose a system meant for monitoring of industrial as-
sets based on the Fog computing paradigm. As shown
in this paper, the proposed solution provides better per-
formance in terms of reliability/accuracy and allows
full control over the sensor nodes. The system provides
also the ability to rapidly program the Fog nodes and
update their business logic. Finally, the advantages of
the proposed Fog-based solution are discussed consid-
ering a real-world industrial application scenario.

I. INTRODUCTION

Nowadays, the manufacturing sector is undergoing a

new age of transformation given a number of substan-

tial changes on multiple fronts. Following the current

trend for digitalization, companies are taking inspiration

from the Internet of Things (IoT) to develop and enhance

their manufacturing processes. As a growing subcate-

gory of IoT tailored for the industry, the Industrial Inter-

net of Things (IIoT) leverages smart sensors and actua-

tors in order to interconnect industrial machines/assets to

the Internet and thus making any user or machine around

the world able to communicate, sense or interact with

factory-local resources or surrounding environments. Con-

sequently, smart machines become able to generate useful

data that can be afterward analyzed/processed to boost the

industrial processes and induce meaningful production op-

timizations [1].

For industrial applications, the placement of a sensor or

a control device (e.g., actuator) is critical. Indeed, they

should usually be deployed in harsh environments (e.g.,

attached to rotating equipment). To this end, Wireless Sen-

sors Network (WSN) technologies have promoted the use

of monitoring systems in the manufacturing field, there-

fore giving birth to a new paradigm meant specifically for

the industry, namely Industrial Wireless Sensor Network

(IWSN) [2]. Such a kind of networks provides a great level

of flexibility and placement freedom, makes systems’ de-

ployment and upgrade easier, as well as reduces operating

and infrastructure costs [3]. Since IWSN deployments may

consist of a myriad of nodes with sensors on-board, and

with a view to make monitoring solutions cost-effective,

in terms of network architecture the system designer opts

for inherently resource-constrained nodes with very lim-

ited storage, processing, and communication bandwidth

capabilities. Under these circumstances, IWSN nodes are

ill-equipped to cope with data processing/management and

relatively resource-intensive tasks such as data analytics.

With the recent rapid adoption of IWSN solutions, another

information revolution related to the ability to create, store,

and process data gathered from the sensors is pushing for

new management and processing methods. The Cloud

computing paradigm, in this context, arises as a suitable

approach to deal with WSNs’ data management/processing

duties. On the one hand, with the huge amount of re-

sources (i.e., compute and storage) it has, the Cloud is in-

herently meant to deal with big data management. On the

other hand, the Cloud provides, for its users, flexible de-

ployments able to scale up/down, hinging on the resources

required while exempting users from buying, configuring,

and over-provisioning the infrastructure. However, con-

sidering the huge amount of data a WSN deployment may

generate and the latency the (distant) Cloud may inflict,

Cloud-based solutions can bear several issues (e.g., band-

width consumption, data storage cost, high delays). As a

new approach introduced to deal with such limitations in

the IoT landscape, the Fog computing paradigm [4], by

extending the Cloud capabilities towards the network edge

and close to end devices, is poised to address most of the

issues brought about by the Cloud.

Following this trend, we are introducing in this paper a

Fog-based system meant for industrial machines monitor-

ing. As a use case, we focus on induction motors monitor-

179



Fig. 1. Proposed Architecture

ing. Through our platform, an administrator can monitor

different parameters of the motors such as current, vibra-

tion, etc. Besides, the system provides users the ability to

manage Fog nodes, (re)program and access them remotely.

The contributions in this paper are listed in the follow-

ing: i) an outline of a Fog-based system for industrial ma-

chines monitoring; ii) usage of an IoT resource manage-

ment system, Stack4Things, to manage the Fog layer; iii)

design of a suitable sensing board to monitor induction mo-

tors health. The paper is organized as follows. Section II

discusses the impact of Fog computing in WSN/IWSN de-

ployments. Section III gives an overview of our system

architecture, and hardware devices used to conceive the

system. Section IV discusses the monitoring use case, for

induction motors, based on our solution. Finally, Section

V closes the paper with conclusions and future work.

II. FOG COMPUTING IN WSN/IWSN

Thanks to their flexibility and ease of implementation,

WSN-based monitoring systems have gained a lot of in-

terest in the last years, either for limited or large scale

monitoring (e.g., urban air monitoring) [5]. Considering

the colossal amount of data that WSNs may generate, the

Cloud paradigm has been promoted as a suitable solu-

tion for WSN-originated data management. Yet, with the

explosive growth of deployments around the world, and

the emergence of time sensitive-applications, the Cloud

paradigm alone is not able anymore to deal with further

requirements. On the one hand, the huge amount of data

generated can cause several issues even before getting to

the Cloud, for instance, the bandwidth consumption at the

level of the local-area network. Moreover, forwarding the

whole raw data generated to the Cloud, either for stor-

age or processing, may become prohibitively expensive.

Additionally, critical, time-sensitive applications in indus-

trial fields, such as alert systems can not always rely on

the Cloud, due to the high latency it may cause. Indeed,

the Fog computing paradigm was promoted as a relevant

approach to solve the aforementioned issues. Following

the trend of combining WSN with the Fog Computing

paradigm, a number of solutions were introduced in the

literature. Authors in [6] propose a WSN-based system for

air quality monitoring. The Fog nodes in this solution pre-

process the data at the network edge before forwarding it to

the Cloud. Specifically, the Fog layer reduces the amount

of data to be forwarded to the Cloud using an aggregation

algorithm. Another Fog architecture for IWSN is proposed

in [7]. In the same spirit, [8] presents a system that uses the

Fog paradigm to provide services in a Wireless Sensors and

Actuators Network (WSAN) context. However, these pa-

pers did not address the remote (re)programmability and

management of the Fog layer. Specifically, such deploy-

ments are lacking in terms of flexibility and plurality. They

are mainly designed to achieve particular tasks, and the

management of the lifecycle for the logic they may host

is not addressed. Indeed, WSN/WSAN are highly dynamic

environments were administrators may need frequent mod-

ifications to the network, by adding or removing nodes

to/from the deployments.

III. A FOG-BASED ARCHITECTURE FOR

ASYNCHRONOUS ELECTRIC MOTORS

MONITORING

The system we are introducing in this paper is meant

for monitoring industrial machines/assets (see Fig. 1). As

hardware specification for the devices used in the IWSN,

we opted for IRIS motes which are based on the broadly

used IEEE 802.15.4 protocol [9]. As operating system for

these motes, TinyOS [10] was used, to make applications’

portability easier, with only a few changes required in case

other commercial platforms, e.g., Advanticsys and Zoler-

tia motes, are to be used. About the rest of the protocol

stack, we opted for IPv6 over Low-Power Wireless Per-

sonal Area Networks (6LowPAN) [11], with the Routing
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Protocol for Low-Power and Lossy Networks (RPL) [12]

as routing protocol among the motes, and the UDP proto-

col for the transport layer. In our scenario, the constrained

WSNs motes are used only to forward sensed data to the

IWSN(s) access gateway(s) (i.e., Fog nodes). To get data

from a motor, the mote is connected to a sensor board that

we conceived specifically for this use case. More in detail,

this sensor board can interface 3.3V IoT devices with a

three-phase motor. We report the sensor board block di-

agram in Fig. 2. The sensor board includes Hall-effect

transducers for measuring voltages in the range 10-500V

and currents up to 50A, an optical encoder for motor speed

measurements, and temperature and accelerometer sensors

for measuring temperature and mechanical vibrations as

well.

To make the IWSNs gateways capable of executing (rel-

atively) complex computing tasks, the system uses the low-

cost Arancino1 Single Board Computers (SBCs) commer-

cialized by the academic spin-off company smartme.IO

(see Fig. 1). These devices are equipped with both mi-

croprocessor (MPU) and micro-controller (MCU) units,

hence they are capable of hosting a minimal Linux distro

(e.g., OpenWRT), including different programming run-

times and a set of Linux-based tools. On the other hand,

being MCU-powered makes such devices suitable to be

used, at the same time, as sensing/actuation devices, and

to interact with the resources they may host in real-time.

To enhance the capabilities of the monitoring system, we

integrated it with our Cloud-based IoT resources manage-

ment platform, namely Stack4Things (S4T) [13]. S4T is

an OpenStack-based platform which extends Cloud-level

capabilities to deal with IoT deployments. A deployment

of S4T consists of a datacenter, where a subsystem called

IoTronic is hosted, and a number of geo-distributed IoT

devices hosting the S4T device-side Lightning-Rod (LR)

agents. To cope with the unique constraints of IoT de-

ployments, the status and presence of IoT devices (i.e.,

LR agents) is relayed to the Cloud-side (i.e., IoTronic) us-

ing suitable mechanisms based on WebSockets, with a re-

verse tunneling approach to bypass NATs/firewalls. Being

IoTronic fully compliant with OpenStack makes deep in-

tegration of IoTronic with other subsystems in the Open-

Stack ecosystem possible, and thus the platform can pro-

vide advanced user-facing features such as users authen-

tication/authorization, virtual networking and more. Fur-

thermore, S4T provides users/administrators the ability to

remotely (re)program IoT nodes, even at runtime, through

the injection of customized user-defined functions. Specif-

ically, a user/administrator can thus define the behavior for

a remote device by developing (a unit of) business logic,

upload it to the Cloud and afterward inject it on a device (or

group of devices), still according to authorization and pri-

vacy policies. S4T actually provides Node.js and Python

1https://arancino.cc/

Fig. 2. Sensor Board

as runtime environments for user-defined functions. On

the IoT node-side, the main components involved in the

management of functions contextualization are a function

management library together with a default wrapper used

for isolation between functions as well as the control of

their life cycle: each S4T function runs as an independent

(either synchronous or asynchronous) process spawned by

the LR agent. Consequently, an injected function can be

considered as any other process running in parallel while

executing a specific task: for example, a basic behavior

we can consider may be an ongoing sampling of metrics

coming from different sensors, and computing statistical

indexes (higher-complexity operations can be considered,

see Sec. iv.)

IV. EXPERIMENTAL RESULTS

To illustrate advantages of the proposed Fog-based ar-

chitecture in an industrial context, we consider in this sec-

tion a real-world industrial scenario, where 20 three-phase

induction motors, all distributed across the same factory,

must be monitored in real-time. We assume that each mo-

tor is coupled with an IRIS mote specifically programmed

with the aim of measuring amplitude and frequency of

currents in the stator. We suppose that power supply is

rated at nominally 400V 50Hz and that currents are sam-

pled with a sampling frequency of 1,000 samples per sec-

onds (sps), that is chosen with the aim of detecting pos-

sible harmonic distorsions up to the 9th order. According

to the maximum resolution of analog-to-digital converters

(ADC) of IRIS motes, each current sample is represented

with n = 10 bits. Under the above mentioned assump-

tions, a data stream of Rb = 3nfs = 30, 000 bits per

second (bps) must be transmitted by each mote, i.e. for

each of the 20 three-phase induction motor. In particu-

lar, we consider that 60 samples are transmitted for each

packet, corresponding to one period for each of the three
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Fig. 3. Packet Delivery Ratio (PDR) for different traffic
generation rates λ in the case of a classical single-gateway
WSN with 20 nodes.

stator currents. We assume that each Fog node (i.e., IWSN

gateway) is the cluster head of a few IRIS motes, as high-

lighted in Fig. 1 and compare the proposed solution with

a classical WSN architecture where all the 20 motors are

managed by the same gateway connected to the Cloud.

We have simulated the above scenarios considering the

model developed in [14] for multi-hop WSNs based on the

beaconless mode of the 802.15.4 MAC protocol. For sake

of completeness, we briefly summarize here the model and

our assumptions. Basically, we simplified the model pro-

posed in [14] to consider a simple star network topology

where sensor nodes generate fixed-length packets and send

them to a gateway at a constant rate λ (here expressed in

packets per second, pk/s). Note that, considering a bit-rate

equal to 30kbps and a packet length of 60× 10 = 600 bits

(75bytes), it follows that λ = 50pk/s is the traffic gener-

ated by each node.

We further assume that each sensor node transmits pack-

ets according to the 802.15.4 MAC protocol and the fol-

lowing MAC parameters: macminBE=3, macmaxBE=5,

macMaxCSMABackoffs=4, and aMaxFrameRetries=3.

Each time a node needs to transmit, it waits for a random

backoff period and then performs the Clear Channel As-

sessment (CCA) to determine whether the channel is idle.

If the CCA succeeds, the node starts transmitting on the

channel, otherwise it waits another random backoff period

up to a maximum number of successive CCA attempts

specified by macMaxCSMABackoffs. Note that, accord-

ing to the 802.15.4 standard, macMaxCSMABackoffs does

not include the first backoff, therefore the actual maxi-

mum number of consecutive backoffs for the same packet

is macMaxCSMABackoffs+1, i.e. 5. As a consequence, by

indicating with α the probability of CCA failure, the prob-

ability that a node may discard a packet due to consecutive

CCA failures is given by α5. When a packet is transmit-

ted it can fail to be received due to collisions or noise or

other impairments introduced by the channel. Hencefor-

ward we indicate with p the probability of packet collision,

i.e., the probability that two or more nodes, in the same car-

rier sensing range, transmit simultaneously, and with l the

packet error rate due to the channel. In general, l is related

to the signal-to-interference-plus-noise ratio (SINR) and is

a time-varying quantity. However, for sake of simplicity,

we considered that all nodes have the same distance to the

sink and that links are symmetric and not time varying.

Under the above assumptions l is constant and the over-

all packet failure probability γ due to both collisions and

channel impariments can be evaluated as γ = p+(1−p)·l.
For simulation purpose we assumed l = 0.01.

Finally, given α and γ, the packet delivery ratio can be

evaluated as PDR = 1− δ, where δ is the probability of

discarding a packet due to either consecutive CCA failures

or successive failed retransmissions and is given by

δ = α5+(1−α5)γ[α5+(1−α5)γ[α5+(1−α5)γ[α5+(1−α5)γ]]],
(1)

In Fig. 3 we reported the PDR achieved with the above

model for different values of the packet generation rate λ in

the case of a classical single gateway WSN with 20 nodes

all in the same carrier sensing range. As it is possible to

observe, the PDR is near to 8% when λ = 50pk/s. Ac-

cording to simulation results, a PDR greater than 90%, as

usually requested in many IWSN applications, can be ob-

tained only if λ is reduced at least by a factor of 5, i.e.

from 50pk/s to 10pk/s. We were able to solve this prob-

lem by exploiting the Fog layer to implement a data aggre-

gation technique based on Singular Value Decomposition

(SVD) [15]. The proposed technique is described below

and is able to improve both the PDR and accuracy of mea-

surements.

Basically, SVD allows to rewrite a N × M real ma-

trix A as the product of three matrices, U,Σ and V , such

that A = UΣV T . In particular, Σ is a diagonal matrix

whose diagonal elements, σi with i ∈ [1, ..., N ], are re-

ferred to as singular values. From SVD theory it is well

known that the matrix A can be approximated consider-

ing only a few singular values as A ≈ Ã = UkΣkV
T
k

where k < N is the number of singular values exploited

for the approximation and Uk,Σk and Vk are submatrices

of, respectively, U,Σ and V , obtained considering only the

first k columns of U and V and the first k diagonal ele-

ments of Σ. It is worth noting that the overall number of

nonzero elements in the submatrices Uk,Σk and Vk are at

most P = N × k + k +M × k = k(N + 1 +M). This

number of elements can be less than the original number

of elements of the matrix A. In particular, P < N · M
holds every time that the condition k < NM

N+M+1 is satis-

fied. Therefore, by transmitting the matrices Uk, Sk and

Vk instead of the original matrix A, it is possible to re-

duce the amount of data that must be sent in the network.
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Fig. 4. Packet Delivery Ratio (PDR) for different traffic
generation rates λ in the case of a cluster with 5 nodes.

This obviously reduces network load and thus the number

of packets lost. In particular, a compression factor equal to

Fc =
NM

k(N+1+M) ≈ N
2k can be achieved when M ≈ N .

Now let us consider a Fog layer with NG = 4 gateways

so that each gateway coordinates a cluster of 5 IRIS motes.

We assume that each gateway receives packets from motes

belonging to their respective clusters and rearranges col-

lected data, i.e., 5 packets representing 60 current samples

each, into a matrix A of 15 × 20 elements. In this case by

fixing k = 2 it is possible to achieve a compression factor

Fc =
15·20

2(15+1+20) ≈ 4.17. This compression factor largely

reduces the amount of data that must be transmitted and

thus reduces packet collisions and increases the PDR.

Note that, considering the SVD, the traffic that must

be forwarded by each gateway is λg = 5λ
Fc

≈ 60pk/s

instead of 250kbps. However, in the proposed architec-

ture, this traffic is sent through high-speed LAN or WLAN

networks, therefore we can assume that related packets

do not collide with packets generated by motes. Further-

more, when more gateways are used, it is possible to re-

duce transmission power of all sensor nodes and thus to

consider that sensor nodes belonging to different clusters

do not interfere each other. Therefore the PDR in the case

of the introduction of the Fog layer almost coincides with

the PDR of a single cluster with 5 motes.

In Fig. 4 we reported the PDR obtained with our model

in the case of a WSN cluster with 5 motes. As it is possible

to observe, in this case the PDR is near the 75% when λ =
50pk/s and further increase to 90% when λ = 40pk/s. Note

that λ can be reduced from 50pk/s to 40pk/s by simply

reducing the sampling frequency fs from 1KHz to 800Hz,

that is enough to detect possible harmonic distorsions up

to the 7th order.

Furthermore, the SVD impacts on measurement accu-

racy as well by reducing noise effects. In fact, as high-

lighted in Fig. 5 where we reported current signals recon-
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Fig. 5. Reconstructed voltage signals with and without
SVD.

Table 1. Average percentage errors obtained from samples
of stator currents with and without data aggregation for
different values of SNR

SNR aggregation ¯errImax ¯errIRMS
¯errf

10 NO 26.90% 4.58% 0.0075%

10 YES 7.89% 0.78% 0.0010%

20 NO 6.34% 0.49% 0.0008%

20 YES 1.56% 0.11% 0.0002%

30 NO 1.22% 0.05% 0.0001%

30 YES 0.09% 0.01% 0.0000%

structed with and without SVD, SVD also improves the

signal-to-noise ratio (SNR).

To better highlight this advantage of SVD, in Tab. 1 we

reported average percentage errors achieved on measure-

ments of maximum values (Imax), root mean square (rms)

values (Irms) and frequency (f ) related to stator currents,

obtained with and without data aggregation, i.e., with and

without SVD, for different values of SNR. It is worth men-

tioning that to simulate different SNR values we consid-

ered original measurements corrupted by synthetic Addi-

tive White Gaussian Noise (AWGN).

Relative errors have been evaluated for each motor and

each quantity x ∈ {Imax, Irms, f} as errx = 100 ·
|x̂−xtrue|
|xtrue| where xtrue is the true (noise-free) value and

x̂ is the corresponding measured/estimated value obtained

from Ns = 20 samples, i.e., Ii with i ∈ {1, 20}. In

particular, we obtained maximum and rms estimation as

Îmax = max{Ii} and Îrms =

√∑Ns
i=1 I2

i

Ns
, respectively, in-

stead frequency f̂ has been estimated with the frequency

estimation algorithm recently proposed in [16]. Finally,

average percentage errors ¯errx have been obtained by av-
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eraging measurement errors errx over 1000 transmissions.

As it is possible to observe data aggregation improves ac-

curacy for almost all measured quantities.

In summary, it is worth reiterating that SVD cannot be

implemented directly by IRIS or other commercial motes

commonly used in WSNs, therefore a Fog Layer is manda-

tory for the proposed SVD-based data aggregation.

Finally, it is worth mentioning that Fog gateways can

be remotely reconfigured in order to adapt parameters of

SVD, i.e., N,M and k, to other possible application sce-

narios, with different number of nodes and/or different

kind of signals to be handled. Moreover, gateways can

be reprogrammed to support other aggregation techniques

based on distributed source coding [17] and/or IoT-specific

compression algorithms [18].

V. CONCLUSIONS AND FUTURE WORK

In this paper, we introduced a Fog-based system meant

for industrial equipment monitoring and outlined its ad-

vantages. As future work, we expect to integrate actua-

tors in the use case to exercise the capabilities of the Fog

layer even in the case of real-time control systems and

time-sensitive applications. Moreover, by exploiting the

reconfigurability of the Fog layer, we will evaluate experi-

mentally the trade-off between accuracy, compression and

energy consumption of different aggregation techniques.
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